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Abstract—This paper presents a cyber-physical laboratory
testbed based on a hierarchical control structure for education,
research and development in the field of interconnected battery
systems, implemented in the Smart Grid Laboratory at the
University of Zagreb. The modular structure of the Smart Grid
Laboratory’s microgrid enables both the grid-connected and the
off-grid operation, as well as hardware-in-the-loop simulations.
The hierarchical control architecture enables a coordinated
control of battery assets at several temporal scales. In this paper
we present testbed use cases for developing distributed control
algorithms for voltage and frequency control, and economically
optimal centralized dispatch of the battery assets, as well as some
concepts for developing educational activities for students.

Index Terms—power system dynamics, power system opti-
mization, battery energy storage, distributed control, centralized
control, smart grid, hardware-in-the-loop, laboratory testbed

NOMENCLATURE

BSS Battery storage system
FCR Frequency containment reserve
HIL Hardware-in-the-loop
HTG Hydro turbine-generator
PHIL Power hardware-in-the-loop
PC Personal computer
PLC Programmable logic controller
PV Photovoltaic
SCADA Supervisory control and data acquisition
SG Synchronous generator
SGLab Smart Grid Laboratory
TCP/IP Transmission control protocol / Internet protocol
UDP User datagram protocol
VSP Virtual storage plant

I. INTRODUCTION

Increased penetration of intermittent, distributed, converter-
interfaced renewable energy sources is changing the paradigm
of modern power systems [1], [2]—new players in the field
such as energy storage units, electric vehicles and demand-
side response are expected to play an essential role in the

This work was funded by the European Union through the European Re-
gional Development Fund Operational Programme Competitiveness and Co-
hesion 2014-2020 of the Republic of Croatia under project KK.01.1.1.04.0034
“Connected Stationary Battery Energy Storage”.

operation and control of future power systems: the benefits
of energy storage and demand-side management have been
widely recognized through academic publications [3], [4], real-
world demonstrations [5] and field trials [6].

Naturally, a great deal of effort is put into developing
advanced applications of (battery) energy storage systems
for ancillary services, mainly voltage control and frequency
control, each of which occurs over multiple time scales [7]–
[11]. The majority of scientific papers today are based on
offline simulations, which is logical—the energy and power
systems field is unique because the entry-level costs are high
due to the large average volume and cost of power system
elements. Thus, it is often impractical or even impossible to
have completely realistic testbeds for development, especially
for academic purposes. That is why power system simulation
is today’s most important tool for research and development.

Knowledge should be transferred, giving students direct
exposure to state-of-the-art power systems concepts. It is even
better if that experience is hands-on. Therefore, small-scale
laboratory testbeds have gained much traction for developing
novel smart grid technologies. These testbeds are often based
on hardware-in-the-loop (HIL) simulators that enable fast
prototyping of new controllers without needing to interface to
real power grids or other components. HIL simulators enable
real-time simulation of high-fidelity models on both signal and
power levels (PHIL).

Microgrid laboratories strengthen the developed techniques
as they are tested in a setup with physical components instead
of being only simulation-based. Furthermore, these laboratory
testbeds are often designed as AC, DC, or hybrid microgrids,
incorporating heterogeneous types of generators, loads, and
grid topologies [12]–[17]. Such laboratories are also used
for educational purposes [18]–[20], giving students hands-on
experience and augmenting their theoretical knowledge and
computer simulations.

This paper presents a cyber-physical setup at the Smart
Grid Laboratory (SGLab) [21] for the research and develop-
ment of novel control algorithms for interconnected battery
storage assets based on distributed and centralized control.
The developed setup is modular and enables various control



over multiple temporal scales. Consequently, the research,
development, and education use case examples, experiences,
and challenges are described.

II. LABORATORY FRAMEWORK

The modular laboratory testbed is shown in Fig. 1. It
consists of two main subsystems: power (shaded in orange)
and cyber (shaded in blue), all interconnected into one entity
as elaborated in the following subsections.

A. Power subsystems (physical)

The central part of the power subsystem is the micro-
grid, a 13-bus low-voltage (400 V) distribution feeder based
on the CIGRE benchmark model. The line parameters can
be swapped between the line parameters from the CIGRE
benchmark model and the line parameters of a typical low-
voltage distribution network in Croatia. The microgrid is fully
observable (voltage, current, and power measurements at each
line and bus), and all lines are fully controllable. This is
achieved via a Siemens S7-1500 PLC (shown in green in Fig.
1) with the required extension modules (the PLC data is aggre-
gated in a SCADA system). This microgrid can operate both
on-grid and off-grid. For off-grid operation, two three-phase
synchronous generators (SGs) can provide the voltage and
frequency reference—a 20 kVA SG with a Pelton hydraulic
turbine and a 15 kVA SG driven by a variable frequency drive
emulating a thermal power plant. To this microgrid, an 80 kW
rooftop solar PV plant can be connected.

Each of the buses 8–13 has three 3-phase 4-line (ABC-N)
ports, which can be used to connect various AC devices in a
single-phase, a two-phase, or a three-phase manner. In total,
18 three-phase devices can be simultaneously connected to the
laboratory microgrid.

For the research and development of interconnected BSS
applications, six 2.5 kW / 6 kWh batteries [22] are used
(shown in orange in Fig. 1). Each BSS has a 230 V single-
phase connection (thus, each BSS can be single-phase con-
nected to any node 8–13 with a maximum of 6 batteries per
node). Additionally, an auxiliary power cabinet enables the
connection of two batteries per phase, which can then be
interfaced to any node 8–13 in a three-phase manner with a
single large power cable, therefore using only one of eighteen
slots.

Fig. 2 shows the six interconnected BSS in the background
and a synchronous generator with a Pelton hydro turbine in
the foreground. An 80 kW solar PV plant installed on the
SGLab rooftop is shown in Fig. 3. The single-line diagram
of the microgrid illustrated on the touch panel of the control
interface is shown in Fig. 4.

B. Cyber subsystem (Control-Communication-Simulation)

The central part of the cyber subsystem is an industry-
grade switch ensuring each device is accessible from any
other device. Each of the six BSSs has a dedicated S7-1200
PLC and a dedicated PC with MATLAB-Simulink (shown in
red in Fig. 1). PCs and PLCs can control the batteries and

gather measurements, communicating over MODBUS TCP/IP
protocol. Whether a PLC or a PC is used depends on the
type of control required, which is elaborated in the next
section. Through the network switch, the PLCs/PCs can be
interconnected in a peer-to-peer manner via TCP/IP or UDP
protocol if distributed control is necessary. There is also an
additional PC alongside the SCADA system if a centralized
control is needed (shown in yellow in Fig. 1).

The dSPACE SCALEXIO real-time digital simulator [23]
is used for HIL simulation. The current setup only enables
HIL on the signal level, but not on the power level. Two S7-
1200 PLCs (shown in purple in Fig. 1) are used to connect the
dSPACE to the rest of the setup via TCP/IP or UDP: one PLC
gathers the measurements from all the BSS and injects them
into a real-time power system simulation running on dSPACE
(and scales the power signal if necessary). The other PLC
gathers measurements from the simulation and sends them to
individual BSS. A HIL simulator is used if the behavior of
interconnected BSS needs to be analyzed in a different setting:
e.g., in a transmission system. Also, the co-simulation platform
can be arranged such that the physical microgrid emulates
a distribution system connected to a simulation model of a
transmission system through a point of common coupling.

Fig. 5 shows the six S7-1200 PLCs used for BSS control
on top of dSPACE SCALEXIO simulator. A control laptop is
visible on the right side, which is used to access the PLC code
execution in real-time, and also runs the dSPACE ControlDesk
software for real-time data acquisition and visualization (seen
on the large screen in the background).

III. USE CASE EXAMPLES

A. Centralized control by an aggregator

Consider an aggregator scheduling units to participate in the
frequency containment reserve (FCR) market. The aggregator
controls a set of interconnected BSS. The objective of the
aggregator is to maximize the revenue from the FCR market
participation. The largest European coordinated FCR market
has a product delivery period of 4 hours, traded on the day
prior to the delivery, the products are symmetrical, and the
minimum bid and product resolution are both 1 MW [24].
The energy-only day-ahead market usually has the product
delivery period of 1 hour and is traded on the day prior to
the delivery, the same as the FCR market. The aggregator
optimizes the droop gain setting of the BSS and signals the
changes in settings accordingly.

For the scenario described above, the testbed at SGLab is set
up as follows: firstly, the aggregator platform is designed on
a single PC (yellow block in Fig. 1) in MATLAB. MATLAB
is convenient for this use for two reasons:

1) Optimization problems are easier to set and solve in
a high-level programming language than directly on a
PLC, which only has a rudimentary set of instructions
for data handling. Free YALMIP toolbox provides an
extension to the MATLAB programming language to
model optimization problems which are then solved



dSPACE SCALEXIO

PLC PLC

Network switch

PC

PLC

=

PC

PLC

PC

PLC

PC

PLC

PC

PLC

PC

PLC

= = = = =

PLC

Microgrid (400 VL-L, 50 Hz)

PC

TCP-IP /
UDP

TCP-IP /
UDP

TCP-IP /
UDP

TCP-IP /
UDP

TCP-IP
(MODBUS)

BSS 
230 VL-G  

50 Hz

TC
P-

IP
(M

O
D

B
U

S)
D

/A
 

I/O

Centralized
control

Distributed 
control

Hardware-in-the-loop

Pelton hydro turbine-generator 
(400 VL-L, 50 Hz)

Thermal turbine-generator
(400 VL-L, 50 Hz)

Solar PV plant 
(400 VL-L, 50 Hz)

TCP-IP
(MODBUS)

SCADA

=

1 2 3 4 5 6 7

8

9

10

11

12

13

Power subsystem

Cyber subsystem

TCP-IP
(MODBUS)

TCP-IP /
UDP

Fig. 1. Cyber-physical laboratory setup at SGLab for R&D of interconnected battery energy storage systems

Fig. 2. Interconnected battery storage systems and a hydro turbine-generator
Fig. 3. Solar PV plant on SGLab rooftop



Fig. 4. Single-line diagram of the microgrid on the control touch panel in
SGLab

Fig. 5. dSPACE, S7-1200 PLCs and the control laptop

by calling an existing external solvers like Gurobi or
CPLEX.

2) The integrated Instrument Control Toolbox provides
a straightforward framework for establishing various
communication interfaces towards physical devices, in-
cluding TCP/IP, UDP and MODBUS.

Secondly, power system economic optimization problems
are used to make decisions in the span of hours or days (or
more). Relatively simple mixed-integer linear programming
problems, such as the one described above, can be solved in
less than a minute, which is well under the product delivery
time. Power set-points can be periodically sent to each BSS
via MODBUS, while droop settings can be periodically sent
(via TCP/IP, UDP or MODBUS) to each PLC (red blocks
in Fig. 1), where the droop control is implemented. Droop
control is a simple proportional control acting on the frequency
deviation and needs to be executed in real-time. PLCs are
reliable industrial controllers and a consistent cycle time of
several milliseconds can be achieved for this purpose. A small-
size power system model is implemented on dSPACE with a
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Fig. 6. Example of a centralized control of BSS in SGLab: top—power set-
point; bottom—droop gain

100 µs integration step which can be used to simulate larger
grid frequency deviation to test whether the FCR activation
performance of the BSS is grid-compliant. Likewise, the BSS
response to a power set-point change and their impact on the
simulated power system can be observed. Periodic sending of
parameters and receiving measurements from devices, as well
as error handling, can be achieved with the integrated timer
objects in MATLAB.

Alternatively, instead of the HIL simulation with dSPACE,
the experimental testbed can be used with the microgrid in
the off-grid mode, with local loads and synchronous generators
providing an environment in which larger frequency deviations
can be induced. However, the simulation model is more
flexible and the system parameters and conditions can be
changed more quickly between experimental runs.

Fig. 6 shows an example of a centralized dispatching of
the BSS units in SGLab. Power set-point (top subfigure) for
each unit is set centrally on a single PC with MATLAB and
propagated sequentially to each BSS via MODBUS. At t ≈ 15
min, BSS 1, 2 and 3 are charging with 2 MW, 1.5 MW and
0.5 MW, respectively. BSS 4, 5 and 6 are discharging with
0.8 MW, 1.2 MW and 2.3 MW, respectively. At t ≈ 60
min, the absolute power for each BSS stays the same, but
the charging/discharging modes are swapped. The measured
output power signal has been scaled by a factor of 1000 before
being injected into the real-time model in order to obtain the
behavior of a MW-level BSS. The bottom subfigure in Fig. 6
shows the change of droop gain settings around t ≈ 15 min
for each BSS except BSS 3. Increasing the droop gain means
the BSS will provide more power for the same frequency
deviation. Using timer objects in MATLAB, the droop gain
settings and the power set-points can be automatically changed
in a user-defined time period, following the optimization
calculations.



B. Distributed control of aggregated BSS

In the future, there may be thousands of dispersed small-
scale BSS. Centralized control by an aggregator may be
too computationally intensive, not to mention the required
communication link to each device. Furthermore, a centralized
control means a single point of failure. A distributed control
is a viable alternative [25]–[27]: it is less computationally
intensive, requires a limited amount of communication links
and is more redundant. A distributed control of dispersed BSS
aggregated in a virtual storage plant (VSP) can be achieved
using consensus algorithms. By interconnecting the BSSs,
each unit communicates to a small number of its neighbors
(e.g. one or two) and exchanges information. All aggregated
units reach a common goal based on local measurements
and neighboring information. In this setup, only one unit is
designated as a leader and the aggregator only needs to send
a power reference to the leader. All units will reach consensus,
even though only two units are directly communicating with
the leader.

For the distributed control research and development de-
scribed above, the testbed at the SGLab is set up as follows.
Firstly, the desired control algorithms are implemented either
on PCs (in MATLAB) or PLCs (red blocks in Fig. 1), depend-
ing on the complexity. On the one hand, if a complete control
logic can be achieved with simple arithmetic operations and
conditional logic, then it will be implemented on PLCs (e.g.
PID control). On the other hand, if more complicated optimiza-
tion problems needs to be solved in a distributed manner by
calling external solvers, then the PCs with MATLAB will be
used for the reasons stated in Section III-A. The peer-to-peer
communication between the distributed controllers is usually
achieved via standard TCP/IP or UDP protocols. However,
MODBUS and PROFINET are also available, although not so
convenient for this purpose because their setup is somewhat
more cumbersome and time consuming.

The aggregator platform can be designed on any external
platform (e.g. in a SCADA system) since it only needs to send
set-points to the leader unit. Additionally, it needs to gather
measurements and statuses of devices in a central database,
but it will not control every unit in real-time. Communication
between the aggregator and the leader unit can be achieved
with any convenient protocol, e.g. TCP/IP, UDP, MODBUS,
OPC UA, etc.

Fig. 7 shows an example of a distributed dispatching of the
BSS units in SGLab. The VSP consists of the laboratory hydro
turbine-generator (HTG) emulating a pumped-hydro storage
and five battery units. The HTG which was designated as the
leader in this example. The storage units were connected in
a ring topology (each unit communicates with exactly two
neighbours). At t ≈ 0 s, the aggregator sends a 12 kW
reference to the leader, and the distributed control algorithm
running on each PLC automatically divides the effort between
the units such that the total power is divided equally (each unit
contributes 2 kW to the total requested power). It can be seen
that the units converge to the desired power after 300 s. Such
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Fig. 7. Example of a distributed control of BSS in SGLab: slower convergence
and equal power sharing

0 50 100 150 200 250 300

-0.5

0

0.5

1

1.5

2

2.5

Fig. 8. Example of a distributed control of BSS in SGLab – faster convergence
and cost-based power sharing

performance is adequate for secondary or tertiary frequency
control. In this example, the speed of convergence (consensus)
was purposefully slowed down to achieve a smoother and less
aggressive response.

The performance can be sped up by considering the lim-
itations due to the communication delays and the desired
accuracy of the convergence. Additionally, a cost function can
be associated with each unit and the power output of each unit
is decided by the control algorithm such that more expensive
units provide less power and cheaper units provide more
power. This is illustrated in Fig. 8, where the units converge
to a new set-point in approximately 60 s (set-point change at
t ≈ 90 s settled around t ≈ 150 s). One can observe that BSS2
is the least expensive and BSS1 is the most expensive based
on their power output. The total power reference was 10 kW.

C. Educational activities

The modular setup of the SGLab enables improvement of
the power engineering education at the University of Zagreb,
taking a step further from theory and offline simulations.
The BSS/PC/PLC setup enables up to six students to work
simultaneously. The microgrid gives the students a first-hand
insight into the low-voltage switchgear and measurement de-
vices. Synchronous generators allow them to observe the grid



synchronization procedure, active/reactive power control, and
voltage control.

Some of the educational activities that the SGLab setup can
be used for are:

• Development of BSS control algorithms on PLCs.
• Development of BSS control algorithms in MATLAB.
• Development of coordinated control algorithms for BSS

and synchronous generators.
• Synchronous generator grid synchronization.
• Transitioning from grid-connected to off-grid mode.
• Droop control power sharing in off-grid mode.
• Measurement acquisition and integration into the SCADA

system.
• Synchronous generator load angle stability after a short-

circuit.
• Observing the impact of generation and load power on

distribution network voltages and power flows.
• Learning principles of HIL simulation.

IV. CONCLUSION AND FUTURE WORK

This paper presented the cyber-physical setup of the Smart
Grid Laboratory at the University of Zagreb. The focus was on
showing the testbed for research and development of advanced
applications of interconnected battery energy storage systems.
The modular and multi-tool setup enables the development
of control algorithms on multiple time scales—from milisec-
onds to hours. The testbed also enables the real-time power
system simulation using hardware-in-the-loop and the physical
experiments using the low voltage microgrid in grid-connected
and off-grid mode. Use case examples of centralized and
distributed control of interconnected battery storage systems
were used to illustrate the modularity and flexibility of the
Smart Grid Laboratory setup for fast prototyping of control
algorithms. Finally, various educational activities for students
show the versatility of the Smart Grid Laboratory to augment
the theory and offline simulations.

Future work will include integrating additional devices into
the laboratory (e.g. custom power converters, supercapacitor
storage system, other battery storage systems, etc.) and devel-
oping structured hands-on exercises for students.
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